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Abstract able to recognize the disagreements they caused and some-
how recover, without necessarily replicating messages.
Software agents must have some degree of auton- Handling failures increases the burden of agent develop-

omy in order to be able to adjust to changing and  g(s: they have to anticipate and program the agents for all
sometimes unpredictable situations due to commu- e possible exceptions not just according to their own pos-

nication problems. Introducing so-callederhear- sible failures but also according to the failures of any other
ers for monitoring team activities and helping re- agent involved in a team. Inherently robust distributed com-
covery from failures seems to be a very promis- putational models exists (e.g., nested transac{iBosettaet

Ing apprt,),ach. In this paper, we claim that having al., 2003) but they are not suitable to all types of problems
a “global” representation of the interaction proto- and environments. Moreover, some agents may be compu-
col can be useful to monitor team communication.  tationally limited; consider, for instance, wearable wireless
Moreover, using this global description of group in- computers with limited power.

teractions, overhearers can monitor activities with-

g - X . In the current literature on multi-agent systems, the role of
out requiring a priori, precise knowledge of which

and how manv agents are involved. We show how. overhearing to monitor distributed systems is gaining atten-
ven a Ioba)ll dgscri tion of a rdtocol in terms, tion, as demonstrated by some recent works, [&gtnik and
give 9 P protoco . Kaminka, 2004; Naiet al, 2004; Legras and Tessier, 2003;
of involved roles rather than agents, it is possible . yinka'et al, 2003, Introducing so callecbverhearer
Iggfg%ﬁggg\;g tfcr)orpnon(l:teor;;ﬁ ?;/’OIeu;'%? %?I?erei- agents for monitoring team activities and helping recovery
We'e aluated an im Ier'nentat'on o?the o erhearér from failures seems to be a very promising approach, but
-val Imp ' ne oV anyway it sets challenges to the agent community. Overhear-
monitoring a group of agents executing a Contract- ers may detect certain message lod8settaet al., 2001;
Net Protocol. Rossi and Busetta, 2004; Gutnik and Kaminka, 30@d
act in order to pro-actively provide suggestions, influence be-
. haviors and recover from failures. But, in order to do that, the
1 Introduction overhearer must have a model of the group interacfiBossi

In our increasingly complex and networked world, softwareand Busetta, 2004for example of the protocols of commu-
agents must have some degree of autonomy in order to be agkcation) or a public specification of each agent’s behaviors
to adjust to changing and sometimes unpredictable situationfBusettaet al., 2001.

We assume, by principle, that a software agent cannot be To prove whether the overhearing principle can lead to a
really autonomous without understanding its “surrounding”practical software development methodology, we have been
context. This necessarily implies that the agent must be ablexploring group communication. This means that every mes-
to “oversee” and “overhear” what is happening in its environ-sage is received by many partners simultaneously, some of
ment, extract what is useful and filter out what is not, withoutwhich may be unknown to the sender, as an alternative to tra-
a-priori restricting its view or deciding what should be part of ditional direct point-to-point interactions among pairs. Group
the context it has to know and what not. Moreover, in largecommunication is a means for providing multi-point com-
distributed system like the Internet, communication problemsnunication by organizing the receivers (and possibly the
and unpredictable hosts can cause agents to die or messagesders) of a message in grolpossiet al,, 2004. Group

to be delayed or lost. The same happens when agents acemmunication is common in collaborative applications of
used for distributed ubiquitous applications with communica-all kinds, such as server replication, clustering, grid com-
tion infrastructures (e.g., Wi-Fi or Bluetooth) inherently un- puting, distributed transactions and database replication, dis-
reliable. So, the increasing use of the multi-agent paradigntance learning, drawing on a shared white-board, video con-
in networking and ubiquitous computing calls for increasingferences, application sharing, distributed interactive simula-
robustness, for instance when failures occur during coordinaions, on-line games and financial markets. It is also worth
tion activities or teamwork; in these cases, agents should beoticing that, in a number of foreseeable cases — such as in-



telligent buildings filled with people carrying wearable and just O(n) messages.
mobile computers of all kinds —, the number of agents can be As highlighted in[Mazouziet al, 2004, common for-
fairly large, unknown and continuously changing. malisms take into account sequential processes only and are
We claim that having a “global” representation of the pro-limited in dealing with concurrency of interactions. We
tocol (i.e., not from the perspective of a single agent but ofwould like to have a way of representing global description
all the participants as a whole) can be useful to monitor comef the group interaction (i.e. group communication protocol)
plex team activities. Moreover, we aim at a global descriptionwithout having the knowledge of which and how many are the
of group interactions (i.e. group communication protocols)agents involved into the interaction. The only knowledge that
without requiring precise knowledge of which and how manywe want to express is about the main roles involved into the
agents are involved. The Joint Intention Thefinpvesque interaction[Rossi and Busetta, 20D4In the representation
et al, 1994 and the landmark based approdlumaret al,  of conversation protocols Humaret al,, 2003, one way of
2004 support a high level formalization of this kind that is specifying protocols is to specify just a partially ordered set of
logically well founded. Once that this is given, we can think states (called.andmark$} instead of state transitions. These
of dealing with failures and message losses at a group leve$tates can be intended as the subgoals that the group has to
In this sense we talk afroup coherencén contrast withsin-  achieve in order to reach the global goal, and can be charac-

gle agent coherenogith respect to a protocol. terized by a conjunction of Joint Intention Thedhevesque
In this paper, we show how, given a global description ofet al, 1994 formulas. o _
a protocol using JIT in terms of involveles rather than Semantics of the FIPA communicative acts imposes the

agents, it is possible for an overhearer to monitor its evoluprecondition that the sender has certain beliefs about the men-
tion and detect, and recover from, certain types of failuredal state of the (well known) addressee. Consequently, there is
(Section 2). We propose a computational model for an agerito way to send messages to unknown agents. The group ex-
acting as an overhearer (Section 3). We demonstrate its ugension of many of the communicative acts maddHymar
in the case of agents coordinating via the Contract Net Proet al, 2000; Rosset al., 2004 is sufficient to model one-to-
tocol (Section 4); for practical purposes, the overhearer is &any communicative interactions. Problems arise when try-
specialized member of the team, but in principle nothing preing to describe many-to-one interactions (unknown numbers
vents any other from overhearing, too. We conclude with 0f agents perform different communicative acts), or the even
short review of related works (Section 5) and draw some conworse scenario of many-to-many interactions. The main dif-
clusions and directions for future works (Section 6). ficulty is that we do not know beforehand the order in which
the different senders perform their respective communicative

Lo acts, so we cannot specify the various communicative acts as
2 Group Protocols vs. Pairwise Protocols a joint action expression. However, in our landmark-based

The increasing usage of mu|ti-agents systems in Comp|ex aﬁll"OtOCO' formalization, we have that there are no dependen-
plications commonly leads to situations where conversation§ies among the messages exchanged for going from a land-
and interactions involve more than two agents. Howevermark to another. Roughly speaking, this is to say that to the
most of the research on communication protocols and infragransitions, in our landmark representation, correspond sets of
tructure is still focused in modeling multiparty communica- independents messages, or that we have a partial order (a de-
tion as conversations between two parties at a time. ArtificiaPendence rule) on sets of mutually independent actions. So,
agents should be able to communicate with groups as well the landmark representation we have that:

as individuals, where group communication is not only in- o For going from the current state to the next state,
tended as the possibility to address messages to many individ-  the group can exchange messages fromn differ-

ual addresses but also as the possibility to address messages ent agents. For example, in the Contract-Net Protocol
to groups without knowing which are the potential recipients (CNP) (as formalized by Kumar et al., sg@imaret al.,
[Kumaret al, 2004. A typical scenario is broadcast commu- 2007), each member of the group can send his own bid

nication, but current mainstream agent communication lan-  and all these messages yields to only one state transition.
guages and Web services lack adequate support for broad-

casting; publish/subscribe services move in that direction, but ®
imply the presence of specialized middleware, require addi-
tional operations such as registration to a server, and are typ-
ically implemented as pair-wise communication (event pro-
ducer to server, server to each event consumer), thus partially
missing the advantages of specialized group communication
protocols. For example, groupware applications such as web-
casting often use IP multicast to transmit data to all grou S X . "
memb%rs using minimum resources. Efficiency is acr?ieve% transition the bidder can send an "ACCEPT" plus some
because the message needs to be transmitted once. In such sit- REJECTSs".

uations, updating mutual beliefs (e.g. about a change of state e In computing the next expected state, one single mes-
of a peer and its consequences on all others) by exchanging sage can be compatible with more than one next state.
pair-wise communicative acts requir€n?) messages. By This means that, when dealing with a flexible and fault
contrast, with messages addressed to groups we would have tolerant protocol, actions can be ambiguous. For exam-

For going from the current landmark to the next land-
mark, the agents can exchange different type of mes-
sages. For example in the CNP the transition to the fi-
nal state, where the job cannot be done or the escape
condition is true, can be performed by exchanging dif-
ferent messages. In other words, different actions can
lead to the same result. Another example is in our rep-
resentation of the CNP (see Sec. 4) where in one of the



ple in our representation of the CNP a single “REJECT”

message may not be sufficient to understand which land-
mark will be the next one. Multicast channel

OVERHEARER

2.1 Global Coherence vs. Local Coherence
As we said above, researchers have mainly concentrated to

modeling dialogue from the perspective of a single agent in- AGENT-LEVEL .

volved in a two-party dialogue at the time; a similar thing ROLE RECOGNITION|——} agent/RoleList |

happens in software engineering concerning agent behaviors l & l A """

and recovering _from failures. An agent (or in general a | GETROLE IS—CONSISTENT| ‘ g

system) is considered to be closed in nature, and hence re- . ROLE

searchers have mainly focused in achieving local coherence N PR MONITORING

and managing failures from a single agent perspective. This — - B Rt

means that the intended functionality is designed by looking STATES RECOONTTION | cumenState

only at local behavior, i.e. to each agent and its interaction TV ————— T retpenedsae |}

W|th OtherS taken |nd|V|dUa”y wzl) Forwarding of consistent messages [ Lo
However, looking at group behavior, agents that are coher- (3) Forwarding of inconsistent messages

ent from their own perspective and their own protocol may be —> Messae  m— T

incoherent with the behavior of their group as a whole when S R 1 vuncion

Write variable frmm——— = '
Read variable  T=======- ? Global variable

observed from the outside. This can happen, for example, if
an agent loses a message or just for reasons of timing and
resource availability. With the increasing number and com-
plexity of multi-agent applications in sensitive domains, such
as assistance to disabilities and accident prevention in smart
homes, it becomes increasingly important that the entire sys-
tem exhibits a “global coherence”. This is different from the tions, influence behaviorEConte and Dignum, 2001and
notion of emergent behavior, because we attribute intentionhelp recovering from failures. The general computational
ality to agents. In other words, while an emergent behavior isnodel we propose for an overhearer is composed of three
in the eye of the beholder (i.e., attributed by a third party tomain concurrent processes (see Fig. 1), and it is a direct ex-
the group of agents it is observing), we want that each ageriension of the computational model presentedRossi and
attempts to reach a local state (corresponding to achieving Busetta, 2004 In this previous work, we designed a simple
goal or accomplishing some task) which is coherent with thdanguage that allows the definition of the interaction knowl-
global state (including goals and intentions) of the group it isedge meant as two types of rules. The first type associates a
part of, and adapts when the latter changes. message with the current state of the group and the intended
The notion of global, as opposed to local, coherence foeffects of such message, and the second associates a message
cuses on the idea that there exist certain structures of relaot only with a current state of the group but also with the
tions between entities in an environment. These structuresocial roles of the sender and intended receivers.

can evolve over time and can emerge as a consequence ofye distinguish a mairoverhearing module from a
interactions among the single agents. Ensuring that a multimodule dedicated to the recognition of the current state (land-
agent system (MAS) exhibits coherent collective behavior isnark) of the group and the possible next states through the
a challenge, because most MAS’s lack of a systematic way tapplication of the message rules. Goalwérhearing
maintain an updated global perspective on their evolution. Irare: (1) to handle a list of the agents within the organization;
this global perspective, coherence is a property of a MAS thaf2) to assign to each agent and to modify, during the interac-
could be measured as the ability of the system (as a whol&jon, a particular social role. This process is achieved by using
to recover from local failures. To this end, what is needed iswo external functionsis-consistent andget-role

a shift of focus from the local perspective to a more generalThe first function checks the global consistency of a message
global one. We need a way to monitor the global behaviokith the current state of the organization and with the possible
and the global coherence of a multi-agent system in order t@ext states. If the message is consistent, it is forwarded to the
be able to recover a single agent’s local failure in the contexgroup-level module. The second function recognizes the
of its group activity. Our claim is that it is not possible to role played by the agent by applying social rules. Both func-
make recovery on complex interactions without having suchions need to know the current state of the organization. This
global perspective. In other words, only by recognizing thevalue (as well as the possible next states) is maintained in a
group’s collective behavior we can understand which agentglobal variable, so that it can be read by these functions and
are out of sync with the group and re-align them with thewritten by group-level ~ (we assume that any problem of

Figure 1: Computational model for the Overhearer.

global state. concurrency is handled by the implementation).

. In order to recover from message loss or delay, we added a
3 The Overhearer Computational Model process for monitoring the behavior of the team of agent. The
In our approach, we assume that an overhearer wants to remle monitoring process receives fromwverhearer

ognize social roles in order to pro-actively provide sugges-only the messages that are consistent from the global point



Algorithm 1 MONITORING agent communication for no real reason. Given these consid-
> AGENTS= {(A,, srole)|A; € Agent-identifier, sroles SRole: known  erations, the overhearer decides whether to intervene or not

agent/social-role couples o according to the social role of the agent involved. This means
B s; = Current state of the organization that, if the agent has an important role for the accomplish-
B Wi = {A;} waiting list for the current landmark ment of the protocol, the overhearer intervenes immediately,

b bufferOiMessages £ m;|m; € messages }: Buffer of consistentmessages  oyhayise it waits to catch any inconsistencies until the fol-

1 repeat - . )
> ,p: s, lowing message; agents suspected of inconsistency are added
3 Wi=0 to the waiting list.
4 repeat
(A, 1) = FIRST-OF{(A;, srole)}) 4 An Example: Monitoring on the Contract
if EXIST-S-RULE(;, s;) Net Protocol
o Wi=Wi+(4))
> until {(A;, srole)}= 0. ~ The purpose of this experiment was to evaluate how the
> Create the waiting list for the current Landmark from the Agent/Role list knowledge about the roles influences the performance of the
fior,d'”g to the SocialRoles Rules. o . monitoring process of multi-agent systems when there are
et's notice that if the waiting list is empty we don’t have information for | Tod fi . .
making monitoring activities or we are at the beginning of the protocol message losses. 10 do so, we set up a Irst e)(,perlmentatlon
6 repeat made on a group of agents that use a group version of the well
m; = DEQUEUE-MESSAGE; known Contract Net Protocol (CNP), used to allocate a task
A; = GET-AGENT({m;}); for execution to a member of a group of agents. The “call
REMOVE(4;, W)); for proposal” (CFP) (Fig. 3(1)) is clearly a case of group
> Remove the agent from the waiting list (if it is present) communication — there are multiple intended recipients, so
., l]{nvt‘ll T;'\%EOUT VIWi=0V s;#si the intended recipient is a group, and moreover, the sender
Wi may not know which nts will r n the inten -
NEW-RECOVERY (V) ay not kno ch agents espond so the intended ac

tors are unknown. By contrast, during the PROPOSAL stage
(Fig. 3(2)), we have many-to-one communication, i.e. each
agent in the group can send its own proposal to the contrac-
tor agent, but we do not know in which order the agents will
send their messages. Moreover, more than one proposal can
of view. Roughly speaking, the monitoring process consistde accepted. This fact may be motivated by the need for hav-
of two main activities (see Fig. 2). The first is to createing reliable information after the computation is done, so, in
a “waiting list” of the agents that are expected to send zorder to deal with a single point of failure, it is preferable to
message in the current state of the group. This list is crehave more than one machine performing the same task.
ated according to the list of agents and roles created by the To recognize or to model simple patterns of interaction (i.e.
agent-level recognition process. The second activity natural policies or protocols), one of the most obvious ways
consists in updating such list when the monitor receives a cao proceed is, as we see from the current literature, to model
herent message. Every time there is a change of state (as rebem as Finite States Machines. A finite state machine is an
ognized bygroup-level ) or a timeout expires, the mon- abstract machine consisting of a set of states, a set of input
itor checks the waiting list and, if this is not empty, it sendsevents and a state transition function. Recently, Kumar et
the list of agents to theecovery module. al. [Kumar et al, 2004 and Chopra et SinghChopra and
Recovery has the only function of sending error notifi- Singh, 2004 pointed out that a state machine representation
cations to the agents. When an agent receives an error notiff a protocol has many limitations. The main criticism is that,
cation, it has to resend the last message to the specified reciby labelling arcs with communicative actions, these actions
ient. Note that the agents involved in the interaction do nofare fixed, so in open multi-agent systems, where agents are
have to store all the messages they send; the only ones thaytonomous and heterogeneous, such agents cannot handle
are required to store are the messages they sent during the l@siceptions and opportunities. Also, there can be several ac-
transition of landmark. This is motivated by the fact that, attions (communicative and non-communicative) that can lead
each landmark, the overhearer checks the global consistenty the same resulKumaret al,, 2009. It is easy to see that
of the state of the agents, and so the possible inconsistenci#s kind of representation leads to a huge number of possible
are evaluated and corrected at each transition. The recovesjates, because the number of the possible interactions grows
mechanism is applied in two cases: 1) the overheard messaggponentially with the number of group members. Finally,
is inconsistent with the current landmark; and, 2) the moni-we can be also in a situation where we do not exactly know
toring process was expecting a message from an agdntt ~ who such members are and so we cannot describe the states
it received nothing. However, suspecting a possible inconsissf the group as a product of their finite state machines.
tency or a crash is not the same as actually detecting a crash;In the representation of conversation protocols made by
the suspected agent may have sent the message but only famar et al,, 2004, instead of specifying the state transi-
overhearer has lost it. In a real network, it is impossible tations, the authors specify just a partially ordered set of states,
achieve any deterministic decision about the reason for natalled landmarks. We started from the landmark represen-
overhearing a message. Moreover, intervening if the overtation of the CNF[Kumar et al,, 2004 and we made a few
hearer was the only agent losing a message would increase thrtensions in order to obtain a group protocol (see Fig 3). As

8 until STOP-EXECUTION.

Figure 2: The Monitoring Process.



@ % @ in a functional notation to denote the associated membership

s predicate. For example,is a group having the membership

®,7" N @ (5) ©) predicatey(x) wherez is a free variable. The group prop-

\|: }(,)’ @ \ erty for the groupy,,.posc Specifies the agents who chose
N 70,

(3N /( " @\, 6 to propose from a r_ational choiqg between _proposin_g or not.
\ '@ T_he groupvypropose IS also specified by noting that it con-
@ =7 sists of those agents who performed an PROPOSE within
the specified timeout period after the original CFP was per-
formed. In either case, the group predicate is evaluated ret-
(1) (CFPafryap) rospectively, i.e. by looking backwards from a future point
(2)  [VZ Ypropose(z) D (PROPOSE x 3 aca ¢)] V timeout in time to determine which agents “proposed”. The group
(3) timeout Yaccept 1S SPecified by noting that it consists of those agents
(4) [V Ypropose(z) O (REJECT o B z ¢)] V who performed a PROPOSE within the specified timeout pe-

riod after the original CFP was performed, and whose pro-
posal is accepted. Similarly, the group property 40;cc:
specifies the agents whose proposal was rejected after the

[INFORM « B Ypropose —¢)
(5) [V Yaccept(z) D (ACCEPT a B )] A

[VZ Yrejeet(x) D (REJECT o 8 x)] original PROPOSE was performed. In this case, the groups
(6) Vz Yaccept(z) D (INFORM z 3 a (DONE x a)) Yaccept ANAY,ejece are dynamically created by (who sent
(7) (INFORM o B ~accept (BEL o (DONE Yaceept @))) the CFP) when it sends REJECTs and ACCEPTSs. Note that,
(®) V2 Yaccept(z) D (INFORM z f a —)] V in order to establish a joint commitment or to discharge a

precedent commitment, the entiiyhas to send to each agent

V& Yaceept () O (INFORM x 3 a O2(DONE z a)l V. ypo’ made a PROPOSAL either a REJECT or an ACCEPT

[

[

[(CANCEL & B Yaccept @ Qp)} v ('Ypropose = Yaccept U 77‘eject)-

[(INFORM & 8 Yaccept —9)] V This kind of formalization allows us to reason about group

[(INFORM o« 3 Yaccept O(DONE ~accept @) of agents without knowing a priori who and how many are

(9) [(INFORM o 3 Yaccept (BEL @ —p))] V such members. In this sense it is impossible to model our

(INFORM a 8 Yacopt protocol by legal complnatlon of individual agent states. In-
deed, let us stress again that we do not know how many agents
(BEL a D=(DONE Yaceept )1V gre involved, and so how many states. To further enforce this

[VZ Yaccept () D (INFORM x 3 o (BEL x ~¢))] V point, let us take state L3 as an example. L3 is reached by

VZ Yaceept () D (INFORM z 3 o sending a number of ACCEPTs and a humber of REJECTs

(BEL 2 O~(DONE ~aceep: @))] ~ from the contractor to all the agent that made a PROPOSE;
since the number of accepted agents (which correspond a par-
Figure 3: Landmark representation of the CNP. ticular internal state of the contractor) and the number of the
rejected agents (which correspond a different internal state)
are chosen dynamically, we cannot imagine to have the rep-
previously mentioned, the landmark approach is a formalismesentation of the global state just as a cartesian product of
within the framework of Joint Intention Theory (JIT), where the agent internal states.
conversation protocols are regarded as having an associated
goal that the agents are meant to achieve. A landmark is cha#41 Experimental Results

aCteI’ized by the pl’OpOSitionS that are true in the State reprq’\/e performed experiments on monitoring a group of agents’
sented by that landmark. execution of the Contract-Net Protocol, implemented in Java.
In this paper, for the sake of simplicity, we do not presentWe use a multicast communication infrastructure LoudVoice
the complete formalization of the CNP using the group land{Busettaet al., 2003 to support the communication needs of
mark extension, although we provide a graphical representdhe agents. LoudVoice uses the fast but inherently unreliable
tion of the state (see Fig 3) and some of the possible comlP multicast and XML for message encoding. LoudVoice is
municative acts in order to make a transition from a state tdanguage-independent: we currently have a Java implementa-
another state. The semantics of these communicative actstion of the APl and a beta version of the C# porting that runs
a direct extension of the semantic presentelKimmaret al., both on handheld devices and PCs.
2004, as made ifRossiet al, 2009. The termsy, 3, and In the first experiment we considered the case where only
~ in the communicative acts can represent either groups dhe overhearer loses messages. If the number of lost mes-
individuals. If a(a, 8,7) is a communicative acty is the  sages ) is less than the number of messages required to
entity performing the actg is the recipient (including the make a transition from a landmark to one of its successors
overhearers) of the request message, ansl the intended (m), in our approach the overhearer can follow the behavior
actor [Kumar et al, 2000; Rosskt al, 2003. A group is  of the group; the computational complexity of the problem
defined by a characteristic function such as the membershiis linear and depends of the number of messages and social
property. This can be captured by a predicate consisting of eules. We can demonstrate that the computational complexity
free variable that ranges over individuals. With Greek letterof our algorithms, when the number of lost sequential mes-
we will represent groups’ names, and we use the same symbséages is more than the one required for making a transition,



= 90 into the protocol itself to avoid that an agent is simply kept
g a0 M out of the group. For instance, in a practical case (the policy
2 70 ™ negotiation protocol described [Busettaet al, 2004), the

= B0 protocol is inherently redundant. Its goal is to reach an agree-
= 50 T, ment on a set of objects known by everybody (policies, in this
B e instance), and this is obtained by having each agent repeating
2 90 . . ; multiple times (at least twice for the protocol to work in ab-

sence of message loss) what it thinks being the set of common
0 20 40 60 objects and which agents they refer to. Notwithstanding this
% messaqge lost redundancy, the total number of messages exchanged is well
below what would have been required by pairwise communi-
Figure 4: Overhearing recovery rate in varying the percentageation.
of lost messages.
5 Related Works

The work of[Pauroballyet al., 2003 also analyzes the prob-
Sem of consistency for a group that follows a protocol. In par-
ticular, this work is focused on ensuring the consistency of

is equivalent of the complexity obtained using a final stat
machine representation.
In the second experiment, we evaluated the performance

:)n a _It(;:_:al net;/]vork, zatnd fho we addedda rando(rjrjf_er(;ot[]generarhe main difference between this work and ours is in the way
or within eéach agent in the group and we modified the errof f achieving such consistency. While in the former coherence

rate from 10% of messages lost up to 50%. We considerefl ,hieved by a synchronization protocol (which consists of

only errors in the process of sending a message; this meafg,eating messages) and the detection of communication fail-
that when an error occurs all the members of the group do NQfieq g provided by the lower communication layer of the in-

receive such message. Of course inareal network it may hale, st cture, in ours the detection of incoherence is kept at the
pen that a message is received only by part of the group, bulyent reasoning level by the overhearer. Moreover, mutual

we left this experimentation to future works. Let us just Ob'beliefs among agents are achieved by defaults and so we do
serve that a message loss by a subgroup composejents . nead the repetition of messages except in the case when
is equivalent td message losses in pairwise communication;

. > Lo e have the detection of an inconsistency. In this sense, Pau-
the same considerations made above about the limitations ¥:f) Y

. . e bally’s approach is more related to the work [8usetta
modeling group states as cartesian product of individual stateg al, 2004 where the protocols for the group of agents are

apply herg.b Gée(t)ting back (th our ex(;oeri:nent, our g(;OlrJ]p WaYerived from a high level representation of landmarks, and
composed by 20 agent and we randomly generated the nurf;q consistency of the group beliefs is achieved by periodi-

ber of agent to be accepted and the number of agent to rE&ally sending some particular messages (called “reminders”)

rejected. For each rate of error, we performed 50 runs anghy, <o only purpose is, indeed, stating what an agent thinks is
we measured the total numbers of messages sent, lost, a{Hje ){p pose s, ' g 9

recovered. From the analysis of our results, we had that thﬁwade in[Pauroballyet al, 2004, the members of the group
recovery rate (the number of recovered messages divided By, e 1 he known a priori, and communication is still single
the number of lost messages) decreases with the mcrementggem to single agent

the percentage of lost messages. In particular, starting with a : : ; )
performance of 80% at the rate of 10% of lost messages, w, Kaminka and Tambe ifkaminka and Tambe, 20p@na

. X 4 @/zed the concept of socially-attentive monitoring for team-
arrive at 50% when th.e rate of message lost is 60% (F'g'.4)'work. They focus on detecting failures in the social relation-
This type of behavior in the performance of the monitor

hips that h to hold tsinat . E if th
process depends on the fact that the overhearer does not knq?\\/gﬁ(s of ian%\r/]iaoang T:nTt())g ?Sa:.ﬁ:ir:q@ Igo?]cgﬁqr?ad w\i/t6;1n|cllane

who and how many are the members of the group. In fact, g,;qanition and not with communication protocols, it is re-
strong impact on the overall perf_ormance of the monitor Proyaee4'to ours because social relationships which should hold
chess IS ﬁue to lthe Ioshs ?f the first messagehofpagoagggté ong the team members enable the generation of expected
the ovter earer os&st el |rs]}mefsaget(|.a,t e 0 )ideal behaviors of the agents, and can help in selecting the
cannot recognize e rol€ ot tnat agent. Moreover, the age gent to be monitored according to their roles. The notion of

will be not included in the interaction by the group (they also 5 gistency among the beliefs of the agents involved in the
lost the message) and the overhearer will have no chance Qamwork is also present.

recover from the failure. By contrast, if we consider the per-
formance of the monitoring process on the subgroup of agen . .

that starts correctly the interaction, the overhearer can reco§— Discussion and Future Works

nize and recovery from every failures. This limitation feedsWe have briefly presented a way to describe interaction pro-
back into the criteria for group protocol design when over-tocols that enables overhearing for monitoring the progress of
hearing is adopted: the first message sent by an agent shoulte protocols themselves when the number of the agents in-
be duplicated or somehow recovery mechanisms must be builved is not known a priori. Protocol representations of the



interaction from the perspective of single agent (i.e. “local” ence on Cooperative Information Systems (CooplS 2001)
perspectives) differ from “global” perspectives. In the local Trento, Italy, 2001.

perspgctive, the common approach_ is to define a finite stalfssettaet al, 2004 P. Busetta, A. Doa, and M. Nori.

machine for each agent and then, if we want a global view  channeled multicast for group communications. Pio-

of the process, we need to find a way to interconnect such ceeqings of the first international joint conf. on Au-

machmeslln one global, Iargg machine. Assuming that such {4omous agents and multiagent systepsges 1280—

formalization is actually possible for large groups, we fore- 1587 ACM Press. 2002

see that its representation leads to a huge number of possi&lg ' ’ ' , y

states, because the number of the possible interactions grogusettaet al, 2003 P. Busetta, J. Bailey, and R. Kotagiri. A

exponentially with the number of group members. Finally, ~Reliable Computational Model For BDI Agents. Hro-

we can be also in a situation where we do not exactly know ceedings of the Workshop on Safe Agents at AAMAS. 2003

how many the members are and so we cannot describe the ACM Press, July 2003.

states of the group as a product of their finite state machine§Busettaet al, 2004 P. Busetta, M. Merzi, S. Rossi, and
We described monitoring for systems in which we do not F. Legras. Intra-Role Coordination Using Group Commu-

have direct access to an agent’s internal state, but we can over- nication: A Preliminary Report. Imdvances in Agent

hear all the messages exchanged through a multicast channel.Communication volume LNAI 2922, pages 231-253.

For this reason, our protocols are modeled as joint states of Springer, July 2004.

the inte_raction by means of a _Iandmark_-based approach ar[@:hopra and Singh, 2004Amit K. Chopra and Munindar P.
some simple extensions to Joint Intention Theory formulas. Singh. Nonmonotonic Commitment Machines. Ad-

In actual applications, the recognition of social roles enables \5nces in Agent Communicationolume LNAI 2922.
the overhearer to detect some faults of agents due to messagegpringer, July 2004.

losses. The key novelty in this paper consists in achievin ) i

group monitoring while the number and the members of th(gConte_ and Dignum, 2001R. Conte and F. Dignum. From
group are unknown a priori thanks to the dynamic recognition S0¢ial monitoring to normative influencéournal of Arti-

of social roles. The use of group communication allows us to ficial Societies and Social Simulatiof(2), 2001.

model different types of teams as[iRossiet al, 2009 but  [Gutnik and Kaminka, 2004G. Gutnik and G. Kaminka.

is still an open issue for agent communication languages. Fi- Towards a Formal Approach to Overhearing: Algorothms
nally, the use of JIT and of the landmark formalization allow  for Conversation Identification. IRriceedings of the Third
us to represent interaction protocols in a compact and logi- International Joint Conference on Autonomous Agents and
cally well founded way, since we can represent communica- MultiAgent Systems (AAMAS 200KewYork, USA, July
tion among groups and, by using groups, the roles involved 2004.

within the interaction from a global point of view. [Kaminka and Tambe, 2000G. Kaminka and M. Tambe.
The problem of monitoring multi-agent systems when the ' popyst agent teams via socially-attentive monitoring.

number of agent increases will unavoidably lead to a high  30rnal of Artificial Intelligence Researchi2:105-147,
computation complexity. So, implementations of monitoring  »goq.

processes can require significant computation and communj- .

cation overhead, which prevents them for being effective aLKammkaet al, 2003 Gal. A. Kaminka, D. Pynadath, and
the number of agents is scaled up or the number of failures M- Tambe. Monitoring Teams by Overhearing: A Multi-
increases. In order or overcome these problems, some issues”*9€nt Plan-Recognition Approachlournal of Artificial
regarding selection mechanisms have to be faced. If we are 'Ntelligence Researcti7:83-135, 2002.

able to dynamically associate roles to agents, and so we afg&umaret al, 200q S. Kumar, M. J. Huber, D. McGee, P. R.
able to make some predictions about the behaviors of the lat- Cohen, and H. J. Levesque. Semantics of agent commu-
ter, we expect to be able to make a selection of the events nication languages for group interaction. Pnoceedings
expected from specific agents and of the events to analyze on of the 17 th International Confernce on Atrtificial Intelli-
behalf of their roles. For example, in some state transitions gence pages 42—-47, Austin, Texas, 2000.

a message loss by the overhearer (which may well be V°|“r[1<umaret al, 2004 S. Kumar, M.J. Huber, P.R. Cohen, and
tary, i.e. when the agent is overrun by the amount of commu- ' g “McGee. Toward a formalism for conversation pro-
nication and has to discard input) has no effect on the ability /.45 using joint intention theoryComputational Intelli-

of tracking the group state. Moreover, we argue — and will gence 18(2):174—174, 2002

attempt to demonstrate in future work — that the overheare ) ' ’ )

once that the social roles are recognized, can focus on mori-egras and Tessier, 20D¥. Legras and C. Tessier. Lotto:

toring only particular agents whose roles are deemed critical 9roup formation by overhearing in large teams. Fro-
for the development of the interaction. ceedings of the Il international joint conference on Au-

tonomous agents and multiagent systepages 425-432.
ACM Press, 2003.
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